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Crock-Pot SCCPWM600-V2 Wemo Smart Wifi-
Enabled Slow Cooker, 6-Quart, Stainless Steel

e One-Day
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AIMOX Smart Wifi Stainless Steel Electric Kettle
through Smartphone Remote On/Off Switch
and Temperature Control,1.7 Liter Teakettles
lkettle

Only 7 leftin sto rder soon.
Want it tomorrow, May 16? Order within 9 hrs 22 mins and choose One-Day
Shipping at check
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amazontap

ALEXA-ENABLED PORTABLE
BLUETOOTH SPEAKER

JUST TAP & ASK

NOW WITH HANDS-FREE MODE
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Amazon Tap - Alexa-Enabled Portable
Bluetooth Speaker

Amazon
¥ 5,815 customer reviews
| 1000+ answered questions

Compact Radios & Stereos

Price: $7129.99 & FREE Shipping. Details

In Stock.

Want it tomorrow, May 162 Order within 11 hrs 44 mins and choose
One-Day Shipping at checkout. Details

Ships from and sold by Amazon Digital Services LLC. Gift-wrap
available.
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VEHICLES WILL BE CONNECTED TO THE INTERNET
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THE H\l F INTERNET- CUNNEETEIJ THINGS
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‘\3.( \06\ Amazon UK - Amazon
W&« status back online

L S following huge cyber attack
g on top sites

Ay

yber attack
otify and Reddit offline as

By MICHAEL MOORE
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When was the last time you updated your

» computer p
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=« Wwifl router
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=« Wwifl router
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When was the last time you updated your

» computer
» Wifl router
= Car

» fridge

» light bulb
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Average life span

= computers
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Average life span

= computers: 5 years

Start whess

o= Windows 8
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Average life span

» computers: 5 years
= Wifl routers
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Average life span

» computers: 5 years 4% Windows 7

ot

» Wifi routers: 7 years
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» Wifi routers: 7 years
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» computers: 5 years
» Wifi routers: 7 years
» cars: 14 years

» fridges
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Average life span

"

computers: 5 years
wifl routers: 7 years
cars: 14 years
fridges: 17 years
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wifl routers: 7 years
cars: 14 years
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Average life span

"

computers: 5 years
wifl routers: 7 years
cars: 14 years
fridges: 17 years
LED: 20 years

"
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Payment will be raised on

5/16/2017 00:47:55

Time Left

Your files will be lost on

512012017 00:47:55

Time Left

About bitcoin
How to buy bitcoins?

Contact Us

Wana DecryptOr 2.0
Ooops, your files have been encrypted!
'What Happened to My Computer?

'Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a
recover your files, but do not waste your time. Nobody can recover your files wi hout
our decryption service.

Can I Recover My Files?
Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
'You can decrypt some of your files for free. Try now by clicking <Decrypt>.
But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
you don’t pay in 7 days, you won't be able to recover
'We will have free events for users who are so poor that they couldn’t pay in 6 months.

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoin

And send the correct amount to the address specified in this dow.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

Send $300 worth of bitcoin to this address:
bitcoin
ACCEPTED HERE I 12t9YDPgwueZ9NyMgw519p7AA8isjré SMw

Check

(© 2017 LogicalHacking.com.
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‘Wana DecryptOr
Ooops, your files have been encrypted!

'What Happened to My Computer?
Your important files are encrypted.
' Many of your documents, photos, videos, databa
accessible because they have been encrypig
3 t do not waste ya
our decryption service.

Payment will be raised on _
. Can I Recover Mz
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Your files willh

€ information, click <About bitcoin>.
and buy some bitcoins. For more information,

O the address specified in this window.
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. Send $300 worth of bitcoin to this address:
coin
ACCEPTED HERE I 12t9YDPgwueZ9NyMgw519p7AA8isjré SMw
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Dec 11, 1989: 20'000
envelopes
containing a 5.25"
flopppy disk loaded
with the first known
ransomware (‘AIDS’)
where mailed.
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Iear Customer:

It iz time to pay for your =oftware leaze From PO Cyborg Corporation.
Complete the INVDICE and attach payment For the leaze option of your choice.
If you don't use the printed [HUDICE, then be zure to refer to the important
reference numberz below in all corvespondence. In return you will recelue:

- a reneual software package with easy-to-follow, complete instructions:
= an automatic, self-inztalling dizkette that anyone can apply in minutes.

Important reference numbers: ASS99796-Z695577-

The price of 365 user applications iz US5189. The price of a lease For the
lifetime of your hard disk is US53V8. Yoo must enclose a bankers draft,
cazhier'z check or international money ovder payable to PC CYBORG CORPORATION
for the full amount of 5189 or 5378 with your order. Include your name,
companiy., address, city, state, country, ip or postal code. Mail your order
to PC Cyborg Corvporation, F.O. Box BY-1Y-44, Panama ¥, Fanama.

Fress ENTER to continue
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Blaming the victim
does not work!
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.|
Recommendations

= For users:
= update your devices regularly
(for your personal devices: use automated updates, if available)
= back-up your data frequently
= choose vendors that provide security fixes for their products
during the expected life-time
= For researchers and vendors:

= make it easier to write high quality software
= make it easier to upgrade systems
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The Internet of ransomware thing

“ON STRIKE

HUNGRY? UNTIL YOU

PAY UP AND SEND MONI 7

I1L UNLOEK TO MY e DAL
MY DOOR! ACCOUNT

HOUSE, UNLESS
YOU GIVE ME
475 NOW!

UR DIRTY . I \
SRR H 7| (FevsEus
WAIT, 'M
BUSY MINING
BITCOINS.

ND ME 325 OR
I'LL TELL EVERYONE

CONNECTED BROOM!

Contact: Dr. Achim D. Brucker
Department of Computer Science
University of Sheffield

Regent Court

211 Portobello St.

Sheffield S1 4DP, UK

Thank Youl!

B8 abrucker@sheffield.ac.uk

8 @adbrucker

@ https://de.linkedin.com/in/adbrucker/
https.//www.brucker.ch/
https://logicalhacking.com/blog/
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