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Crock-Pot

Crock-Pot SCCPWM600-V2 Wemo Smart Wifi-
Enabled Slow Cooker, 6-Quart, Stainless Steel

List Price: $140-09
rice; $129.99 & FREE Shipping. Details

You Save )

In Stock

‘Want it tomorrow, May 16? Order within 11 hrs 6 mins and choose One-Day

Shipping at checkout. Details

Ships from and sold by Amazon.com in easy-to-open packaging. Gift-wrap

available:

Adjust cook time & temperature using the WeMo Application
Can be controlled via the WeMo Application or directly an the unit

318 customer reviews 121 an
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AIMOX
AIMOX Smart Wifi Stainless Steel Electric Kettle
through Smartphone Remote On/Off Switch
and Temperature Control,1.7 Liter Teakettles
lkettle
¥ 9 customer re'
Price: $159.99

Sale: $99.99 & FREE Shipping. Details

Only 7 left in stock - order soon.

Want it tomorrow, May 162 Order within  hrs 22 mins and choose One-Day
Shipping at checkout. Details

Sold by aimox sportband and Fulfilled by A asy-to-open packaging
Gift-wrap available.
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amazontap
ALEXA-E D PORTABLE

BLUETOOTH SPEAKER

JUST TAP & ASK

NOW WITH HANDS-FREE MODE
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Amazon Tap - Alexa-Enabled Portable
Bluetooth Speaker

Price: $129.99 & FREE Shipping.

In Stock.

Want it tomorrow, May 16? Order within 11 hrs 44 mins and choose
One-Day Shipping at checkout.

Ships from and seld by Amazon Digital Services LLC. Gift-wrap
available.
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-9()2() 220.000.000

INTERNET-CONNECTED THINGS
50 BILLION
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status back online |/
following huge cyber attack;
on top sites
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AMAZON has been taken down in MASSIVE cyber attack
potify and Reddit offline as
hackers launch attack on major web host

By MICHAEL MOORE
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) GitHub

Bahamas

. Cuba
México Turks and Caicos

islands
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When was the last time you updated your When was the last time you updated your

» computer = computer
= Wifl router
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= Wifl router
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When was the last time you updated your

- computer
- Wwifl router
- car

- fridge

- light bulb
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When was the last time you updated your

= computer
= Wifl router

. car
. fridge
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Average life span

= computers
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Average life span

Average life span

= computers: 5 years = computers: 5 years

= Wifl routers

(© 2017 LogicalHacking.com. Public (CC BY-ND 4.0)

Page 13 of 21 (© 2017 LogicalHacking.com.

Public (CC BY-ND 4.0) Page 13 of 21

Average life span

Average life span

» computers: 5 years
» Wifl routers: 7 years

% Windows 7
L

= Wifl routers: 7 years 0%
? - = cars (O3
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» computers: 5 years
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Average life span

» computers: 5 years
» Wifl routers: 7 years
» cars: 14 years
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Average life span

» computers: 5 years
» Wifl routers: 7 years
» cars: 14 years

» fridges: 17 years
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Average life span

. computers: 5 years
» Wifl routers: 7 years
» cars: 14 years

= fridges
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Average life span

. computers: 5 years
= Wifl routers: 7 years
= cars: 14 years

» fridges: 17 years

» LED
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Average life span -
and now to somethin

completely
different

» computers: 5 years

» Wifl routers: 7 years

» cars: 14 years

- fridges: 17 years -
» LED: 20 years
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Ooops, your files have been encrypted! Ooops, your files have been encrypted!

What Happened to My Computer? ‘What Happened to My Computer?
Your important files are encrypted.

[Many of your documents, photos, videos, databases and other files are no longer

accessible because they have been encrypted. Maybe you are busy looking for a way to

recover your files, but do not waste your time. Nobody can recover your files without

lour decryption service.

Payment will be raised on Payment will be raised on

) Can I Recover My Files?
5/16/2017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have v 5/16/2017 00:47:55
not so enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>. 2 Time Left
But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
|Also, if you don't pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn’t pay in 6 months.
Your files will be lost on z Your files will l
SllHow Do I Pay?
Payment is accepted in Bitcoin only. For more information, click <About bitcoin>
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.
|And send the correct amount to the address specified in this window.
|After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

5/20/2017 00:47:55

Time Left

NP Send $300 worth of bitcoin to this address: g | NI Send $300 worth of bitcoin to this address:
bitcoin = 3 coin
ACCEPTED HERE isj D2 Y er [12t9YDPgwueZoNyMgw518p7AABIsireShw
S Check Payment
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hﬂ]‘hnm.m _— Dear Customer:

Y
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S It iz time to pay for your software leaze from PC Cyborg Corporation.
Complete the INUDICE and attach payment For the lease option of your choice.
Ir o dan' t ce the printed INUOICE., then be sure to refer to the important
reference numberz below in all corvezpondence. In return yon will receiw

renewal softuare = = Wi y-to-rfollow, complete i
= an auntomatic, ":lrnin"t1lling dizkette that anyone can apply in minutes.

Important reference

The price of 365 user applications iz USS51B9. The price of a lease for the
lifetime of your hard disk is LU e, E % ;2 & hankers draft,
cazhier'z check or Internatlonal money order payable to PC CYBORG CORPORATION
for the full amount of SIDD or 5378 with your order. Include your name,

comy i a dd I‘.|jJ 5 i 1 = al code., Mail your order
to PC Cuborg Furpur1tiun. P. D Box B7=17-44, Panama ¥, Fanama.

Fre ENTER to
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Blaming the victim
does not work!
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Re © Ommendat 1 ons The Internet of ransomware things...

L] . | : ;
= For users: L= S g oaae s (G @ | =z Thank YOU!
o T

= update your devices regularly
(for your personal devices: use automated updates, if available)

= back-up your data frequently

= choose vendors that provide security fixes for their products
during the expected life-time

= For researchers and vendors:
= make it easier to write high quality software
= make it easier to upgrade systems

Contact: Dr. Achim D. Brucker B abrucker@sheffield.ac.uk
Department of Computer Science B @adbrucker
University of Sheffield @ https://de linkedin.com/in/adbrucker/
Regent Court https://www.brucker.ch/
. 211 Portobello St. https://logicalhacking.com/blog/
Sheffield S14DP, UK
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