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Abstract

Enterprise systems in general and process aware systems in particular are
storing and processing the most critical assets of a company. To protect
these assets, such systems need to implement a multitude of security
properties. Moreover, such systems need often to comply to various
compliance regulations.

In this keynote, we present process-level security requirements as well as
discuss the gap between the ideal world of process-aware information
systems and the real world. We conclude our presentation by discussing
several research challenges in the area of verifiable secure process aware
information systems.
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Security, Trust, and Compliance of Business Processes
Process-aware Information Systems
Research Directions and Challenges

1 Conclusion
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Point of View

Overall:

Vendor process-aware systems
More than 25 industries

63% of the world’s transaction
revenue touches an SAP system

64 422 employees worldwide
Personal Background:

Researcher (SE, FM, Security)

Security Expert:
supporting all phases of a SDLC
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Security, Trust, and Compliance of Business Processes
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Security in Business Processes: An Example

&

Contact Travel
Service Company

approved

=
Approve Absence

Infarm Requester
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Request Travel

lapprovecd
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Access Control

Goal:

Control access to
Tasks, Resources (Data), ...

The core:

Usually:
Users, Roles, Access Rights, ...

In special cases:
Data labeling

On top:
Separation of Duty
Binding of Duty
Delegation
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Protecting Data (and Goods)

— Goal:
Ensure

confidentiality
integrity (safety)

of data (and goods)

)
%

The core:

Need-to-Know
Fingerprints

/\
/
el

Encryption
Sensors



Compliance and Additional Requirements

Many regulated markets
Basel II/11l, SoX, PCI
HIPAA

Many customer-specific regulations
Own governance to mitigate risks
Own business code of conduct
Fraud detection/prevention
Non-observability

Customers are individually audited
No “one certificate fits all” solution

Security should not hinder business
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Process-aware Information Systems
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Ideal World: Modeling
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Ideal World: Deployment and Execution

P
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User r
User Interface A 6
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Real World: Modeling

Structure
v B SAP Customizing Implementation Guide
2@ Actvate Business Functions
SAP NetWeaver
Enterprise Structure
Cross-Application Compenents
Financial Accounting
e Financial Accounting Global Settings
I B  General Ledger Accounting
< B Accounts Receivable and Accounts Payable
PSE 7 Customer Accounts
PR ED Vendor Accounts
2 Business Transactions
U B  Incoming Invoices/Credit Memas
[PRE Release for Payment
2 By Outgoing Payments
< [  Outgoing Payments Global Settings
e 2 Make and Check Document Settings
E%® Define Accounts for Cash Discount Taken
[E® Define Accounts for Lost Cash Discount
B3 Configure Automatic Generation of Cash Discount Documents
& Define Accounts for Overpayments/Underpayments
E%@ Define Accounts for Exchange Rate Differences
B3 Define Account for Rounding Differences
[E¥® Define Accounts for Payment Differences with Altern. Currency
B3 Define Clearing Accts for Payment Diff. with Altern.Currency
%% Define Accounts for Bank Charges (Vendors)
[E%@> Define Posting Keys for Clearing
B4 Enable Translation Posting
¥ B  Carry Outand Check Settings for Withholding Tax
E%@ Maintain Tax Codes
B Maintain Countries
Ey® Maintain Formulas
E¥@ Maintain Types of Recipient
N T T S

oo
PEE
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Process Models:
BPMN/BPEL
Configurable transactions
Custom Coding
Legacy Systems
External services
Security:
Each system (OS, DB, IS)

own security infrastructure
own logging infrastructure

Management solutions try to
bridge this gap
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Real World: Deployment and Execution

Backend:
e AS Java, AS ABAP

System

(7 . .
l (L Business Process Engine

5 - i Legacy Systems
% Enterprise Services Integratigh Server .
g Repasitory Business External services
%} é T ES Builder Engine .
i g 5 Ror-Eenta Sensors and product lines
& ESR Content A:;:gf;” Integration Agapter
5 E Engine” Engine .
E g 1 ) Frontend:
=, crcis =E il T Desktop clients
_C g 1 Integration Bz | Reph‘cam Rephc‘ata Replicate
o Web-based clients

Mobile clients

AS Java AS ABAP

Process Integration Instance (Dual-Stack) Client side com pOSitionS
(e.g., mash-ups)
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How the Future Might Look Like

Customer Kostenverwaltung

e e——— (z.B. Concur)

SEEE

On Premisi
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Evolution of Source Code

Select Product:

© | ‘ Code Metrics Overview

(ABAP Code Metrics only)

Change View:

Chart

Table

Select Code Metrics
OLines of Code
@Lines of Comment
@ Number of Objects

@ Number of Statements

Increase in

code size

number of products
code complexity

product versions
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Support Lifecycle (Maintenance)

—
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Support Lifecycle (Maintenance)
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Support Lifecycle (Maintenance)

LLLL__LLllLLL e

1998 2004
m No. of Systejns M No. of Customers

/| Example (Malntenance Cycles)

Produkt Release EOL ext. EOL

Windows XP 2001 2009 2014
Windows 8 2012 2018 2023
Red Hat Ent. Linux 2012 2020 2023
SAP ERP 2004 2020 > 2024

Maintenance fees: typlcal 20% of the orlglnal price
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Research Directions and Challenges

© 2013 SAP AG. All Rights Reserved. Page 18 of 25



Our Research Over the Last Decade

Access Control for Processes

= .
RBAC-like models

Delegation models

Break-(the)-glass models
Model-driven Security
Modeling of Security

=
Request Travel N
Iy

Generation of implementation, configuration

Monitoring based on models

| Properties |[21 Problems | #& Ant Cj‘ Error Log | [ SCVM Validation Process'level Veriﬁcation

tisvalization controls:

Compliance to security spec.

first step || previous step || play/pause trace || next step || Last step |

Consistency of security configurations
itep information = . . .
iolation of goal "sod_securitySed3- L{perhaken,fnat(n0,0,0), fuat(n Im p|e mentation- | eVel Vel"lﬁcatlo n

Compliance of implementation to process level
security req.

)
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Research Challenges

Adaptability:
How to extend systems safely
Integration of legacy systems
Auditability:
Coherent audit across providers/systems
Reduction of audit costs
“w=il Cloud (SaaS):

How to manage decentralized systems

How to capture behavior of the composition
~ Who is the attacker
:I Process level vs. technical levels:
Security is more than CIA

Ensuring secure implementation
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1 Conclusion
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Conclusion

The most interesting challenges are still ahead of us!

Real systems are large and complex:

many programming languages or frameworks

many security technologies

highly distributed

implement business processes in many different ways
Many research is done on the process level

We now need to bring the

process level
implementation level

closer together to provide end-to-end security
Cloud solutions create new challenges:
data protection across different providers
new attacker models

© 2013 SAP AG. All Rights Reserved. Page 22 of 25







Bibliography |

@ Wihem Arsac, Luca Compagna, Giancarlo Pellegrino, and Serena Elisa Ponta.
Security validation of business processes via model-checking.
In Ulfar Erlingsson, Roel Wieringa, and Nicola Zannone, editors, ESSoS, volume 6542 of
Lecture Notes in Computer Science, pages 29-42, Heidelberg, 2011. Springer-Verlag.

ﬁ Achim D. Brucker and Isabelle Hang.
Secure and compliant implementation of business process-driven systems.
In Marcello La Rosa and Pnina Soffer, editors, Joint Workshop on Security in Business
Processes (sbp), volume 132 of Lecture Notes in Business Information Processing (Inbip),
pages 662-674. Springer-Verlag, 2012.

@ Achim D. Brucker, Isabelle Hang, Gero Luckemeyer, and Raj Ruparel.
SecureBPMN: Modeling and enforcing access control requirements in business processes.

In ACM symposium on access control models and technologies (SACMAT), pages
123-126. acm Press, 2012.

© 2013 SAP AG. All Rights Reserved. Page 24 of 25



Bibliography Il

@ Luca Compagna, Pierre Guilleminot, and Achim D. Brucker.
Business process compliance via security validation as a service.
In Manuel Oriol and John Penix, editors, Testing Tools Track of International Conference on
Software Testing, Verification, and Validation (Tools@icst). ieee Computer Society, 2013.
@ Christian Wolter, Andreas Schaad, and Christoph Meinel.
Deriving XACML policies from business process models.

In Mathias Weske, Mohand-Said Hacid, and Claude Godart, editors, WISE Workshops,
volume 4832 of Lecture Notes in Computer Science, pages 142-153. Springer-Verlag,
2007.

© 2013 SAP AG. All Rights Reserved. Page 25 of 25



© 2013 SAP AG. All rights reserved

No part of this publication may be reproduced or transmitted in any form
or for any purpose without the express permission of SAP AG. The
information contained herein may be changed without prior notice.
Some software products marketed by SAP AG and its distributors contain
proprietary software components of other software vendors.

Microsoft, Windows, Excel, Outlook, and PowerPoint are registered
trademarks of Microsoft Corporation.

IBM, DB2, DB2 Universal Database, System i, System i5, System p,
System p5, System x, System z, System z10, System z9, z10, z9, iSeries,
pSeries, xSeries, zSeries, eServer, z/VM, z/0S, i5/0S, 5/390, 0S/390,
0S/400, AS/400, S/390 Parallel Enterprise Server, PowerVM, Power
Architecture, POWER6+, POWER6, POWER5+, POWERS, POWER,
OpenPower, PowerPC, BatchPipes, BladeCenter, System Storage, GPFS,
HACMP, RETAIN, DB2 Connect, RACF, Redbooks, 0S/2, Parallel Sysplex,
MVS/ESA, AlX, Intelligent Miner, WebSphere, Netfinity, Tivoli and Informix
are trademarks or registered trademarks of IBM Corporation.

Linux is the registered trademark of Linus Torvalds in the U.S. and other
countries.

Adobe, the Adobe logo, Acrobat, PostScript, and Reader are either
trademarks or registered trademarks of Adobe Systems Incorporated in
the United States and/or other countries.

Oracle is a registered trademark of Oracle Corporation.

UNIX, X/Open, OSF/1, and Motif are registered trademarks of the Open
Group.

Citrix, ICA, Program Neighborhood, MetaFrame, WinFrame, VideoFrame,
and Multiwin are trademarks or registered trademarks of Citrix Systems,
Inc.

HTML, XML, XHTML and W3C are trademarks or registered trademarks of
W3C®, World Wide Web Consortium, Massachusetts Institute of
Technology.

Java is a registered trademark of Sun Microsystems, Inc.

JavaScript is a registered trademark of Sun Microsystems, Inc., used
under license for technology invented and implemented by Netscape.
SAP, R/3, SAP NetWeaver, Duet, PartnerEdge, ByDesign, SAP
BusinessObjects Explorer, StreamWork, and other SAP products and
services mentioned herein as well as their respective logos are
trademarks or registered trademarks of SAP AG in Germany and other
countries.

© 2013 SAP AG. All Rights Reserved ge 26 of 25

Business Objects and the Business Objects logo, BusinessObjects, Crystal
Reports, Crystal Decisions, Web Intelligence, Xcelsius, and other Business Objects
products and services mentioned herein as well as their respective logos are
trademarks or registered trademarks of Business Objects Software Ltd. Business
Objects is an SAP company.

Sybase and Adaptive Server, iAnywhere, Sybase 365, SQL Anywhere, and other
Sybase products and services mentioned herein as well as their respective logos
are trademarks or registered trademarks of Sybase, Inc. Sybase is an SAP
company.

All other product and service names mentioned are the trademarks of their
respective companies. Data contained in this document serves informational
purposes only. National product specifications may vary.

The information in this document is proprietary to SAP. No part of this document
may be reproduced, copied, or transmitted in any form or for any purpose without
the express prior written permission of SAP AG.

This document is a preliminary version and not subject to your license agreement
or any other agreement with SAP. This document contains only intended
strategies, developments, and functionalities of the SAP® product and is not
intended to be binding upon SAP to any particular course of business, product
strategy, and/or development. Please note that this document is subject to
change and may be changed by SAP at any time without notice.

SAP assumes no responsibility for errors or omissions in this document. SAP does
not warrant the accuracy or completeness of the information, text, graphics, links,
or other items contained within this material. This document is provided without a
warranty of any kind, either express or implied, including but not limited to the
implied warranties of merchantability, fitness for a particular purpose, or
non-infringement.

SAP shall have no liability for damages of any kind including without limitation
direct, special, indirect, or consequential damages that may result from the use of
these materials. This limitation shall not apply in cases of intent or gross
negligence.

The statutory liability for personal injury and defective products is not affected.
SAP has no control over the information that you may access through the use of
hot links contained in these materials and does not endorse your use of
third-party Web pages nor provide any warranty whatsoever relating to
third-party Web pages.



	Security, Trust, and Compliance of Business Processes
	Process-aware Information Systems
	The Ideal World
	The Real World
	How the Future Might Look Like
	System Complexity and Adoption Rate

	Research Directions and Challenges
	Conclusion

